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OFFICE OF THE ASSISTANT SECRETARY OF DEFENSE
€000 DEFENSE PENTAGON
WASHINGTON, DC 20301.8000

Novémber_lo, lagsg

MEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENT
CHAIRMAN OF THE IOINT CHIEFS OF STAFF
GENERAL COUNSEL OF THE DEPARTMENT OF DEFENSE
INSPECTOR GENERAL OF THE DEPARTMENT OF DEFENSE
- DIRECTOR, ADMINISTRATION AND MANAGEMENT
T DIRECTORS OF THE DEFENSE AGENCIES

SUBIECT: Personnel Security [nvestigations and Adjudications

On March 24, 1997, the President approved the uniform Adjudicative Guidelines
(Attachment |), and Temporary Eligibility Standards and Investigative Standards (Attachment 2)
required by Executive Order | 2968, "Access to Classified Information.” These guidelines and
investigative standards supersede that contained in Change 3 to DoD 5200.2-R, "DoD Personnel
Security Program,” dated February 23, 1996 and subsequent policy memoranda on the same
subject,

Of particular note are the investigative standards for access to Secret and Confidential
information, to include Special Access Program (SAP) information. The investigative and
reinvestigative scope for Secret and Confidential access will consist of a National Agency
Check, Local Agency Checks and Credit Check (NACLC). Also, individuals with Secret access
will be subject 10 2 periodic reinvestigation (PR) every 10 years and for those with Confidential
access, every 15 years. The cost of the new investigative standards for access to Secret and
Confidential information is offset by the reduction in cost for the single scope background
investigation and afford the Department enhanced security protection against the insider threat.
The investigative standards for access to Top Secret and Sensitive Compartmented Information
were implemented by the ASDNC3I) on July 1, 1996.

Effective January 1, 1999, the Defense Security Service (DSS) will begin implementing
the NACLC investigative and reinvestigative requirement for Secret and Confidential access.
" Implementation details are contained in Attachment 3. The E.Q. 10450 investigative
requirement for civilian employment remains unchanged. The National Agency Check with
Written Inquiries and credit check (NACIC) or Access NACIC (ANACI) will continue to serve
as the basis for Secret/Confidential clearances for civilian employees of the Department.

This policy will be incorporated into tie next version of DoD 5200.2-R not later than
Januvary 1, 2000.

»

Arthur L. Mon:lfjg/

Senior Civilian Qfficial

Attachinents ﬁ
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INVESTIGATIVE, STANDARDS FOR BACKGROUND INVESTIGATIONS
FOR
ACCESS TO CLASSIFIED INFORMATION!

-

A. INTRODUCTION

The following investigative standards have been established for all United States Gov-
ermment civilian and military personnel, consultants, contractors, employees of contractors, li-
‘censees, certificate holders or grantees and their employees and other individuals who require

B. THE THREE STANDARDS

There are three standards (Table | summarizes when to use each one):

I. The investigation and reinvestigation standard for access 1o CONFIDENTLA_.L and
SECRET (including all SECRET-leve] SAPs not specifically approved for enhanced investiga-
tive requirements by an official authorized to establish SAPs by Section 4.4 of Executive Order
12958);

2. The invesligation standard for access to TOP SECRET (including TOP SECRET
SAPs) and SCI; and

3. The reinvestigation standard for continued access to the levels listed in subsection
B.2, above.

C. EXCEPTIONS TO PERIODS OF COVERAGE

Some elements of standards specify a period of coverage (e g., seven years). Where appro-
priate, such coverage may be shortened to the period from the subject’s 18th birthday to the pres-
et or to two years, whichever s longer.

Comment: However, np investigation shall be condicted prior to an individual's 16th birthday.

Additionally, lack of coverage in any investigative category shall be compensated for through
other investigative means.

D. EXPANDING INVESTIGATIONS

Investigations and reinvestigations may be expanded under the provisions of Executive Or-
der 12968 and other applicable statutes and Exacytive Orders,

e ! Nalized type is used 1o amplify the standards in ccrtain areas for implementation within DoD.
1

3 44 _1 I Y
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E. TRANSFERABILITY

' Investigations that satisfy the requirements of a given standard and are current meet the
Investigative requirements for all levels specified for the standard. They shall be mutually and
reciprocay aceepted by all agencies.

F. BREAKS IN SERVICE

If a person who requires access has been retired or separated from U.S. Government em-
ployment for less than 24 months and is the subject of an investigation that is otherwise current,
"the agency regranting the access will, as a minimum, review an updated SF 86 (or EPSQ) and

applicable records. A remvestigation 1s not required unless the review indicates the person may
no longer satisfy the standards of this Regulation,

G. THE NATIONAL AGENCY CHECK (NAC) The NACis a part of all investigations and
remvestigations.

Comment: The scope for the NAC is five vears or 1o age I8, whichever is the shorter period.
At aminimum. it consists of a revjew of the following:

- 1. Investigative and eriminal history files of the FBI, including a technical fingerprint
search;

a. FBI/HQ has on file copies of investigations conducted by the FBI. The FBI/HQ
check consists of a review of files for information of a security nature and that developed during
applicant-type investigations.

2. OPM's Security/Suitability Investi ations [ndex (SH): The files of OFM contain the
results of investigarions conducre v OFPM under Executive Order 10450, those requested by
the NRC, the DOE, and those requested since August 1952 to serve as a basis for "Q" clear-
ances. Additionally, personnel security adjudicative determinations rendered vy other federal
agencies are contained in the SII. OPM SIf records will be checked on all subjects of DaD in-
vestigations. : ‘

3. Defense Clearance and Investigations Index (DCH): The DCIH data base consists of an
alphabetical index of personal names ard impersonal titles that appear as subjects, co-subjects,
victims, or crass-r#renced incidental subjects, in investigative documents maintained b_‘y DoD
criminal, counterintefligence, Jraud, and personnel security investigative aq:z’vitxes. Addition- _
allv, personnel security adjudicative determinations are maintained by subject in the DCII.
DCH records wifl be checked on all subjects of DoD) investigations.

4. Such other national agencies (e.g., CLA, INS) appropriate to the individual's back-
ground,
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a. Cemral Intelligence Agenev (Cl4). The CI4 maintains the following records:

(1) Direcrorate of Operations (CIA-DO/IMS) maintains the F oreign Intelligence/
Counterintelligence datapase. This database shail be checked Jor all foreign nationats residing
outside the U.5, requiring access to classified information (i.e., LA4). If the requester provides
complete personal x'denrgju'ng mformation (complete name, date of birth, place of birth, and citi-
zenship), all alien co-s1 jects (on SSBIs) residing outside the (.5, are also checked. In addj-
tion, this database shall be querted on the subject any time there is a counterintelligence concern
raised during the condyet of the PSI.

(2) Office of Securirv (CIA -08) maintaing information on present and former emplovees,

Aneluding members of the Office of Strategic Services (08S), and applicants fé; employment.
These files shall be checke if subject has been an employee of the CIA or when other sources
indicate that the CIA may have periinent information.

b.  Immigration and Naturalization Service (I&NS): The files of I&NS contain (or show
where filed) naruralization certificates, certificates of derivative citizenship, all military certifi-
cates of naturalization, repatriation files, petitions Jor naturalization and declararions of inten-
tion, visitor's visas, and records of aliens (including government officials and representatives of

(1) An alien iv the (.5, or
(2) A naturalized citizen whose naturalization has not heen verified, or
(3) An immigrant alien, or

(4 A US. citizen who received derivative citizenship through the naturalization of
one or both parents provided tha; such citizenship has not been verified in a prior investigation.

. State Department: The Siate Department maintains the Jollowing records:

(1) Securitv Division Siles containg information pertinent to matters of securiry,
violations of Securiry, personne! investigations pertinent to that agency, and correspondence files
from 1950 to date. These Jfiles are checked on all former State Department employees,

(2) Passport Division Jiles shall be checked if subject indizates U.S. citizenship due
to birth in a foreign country cg' American parents, This is a check of State Department Embassy
files to determine’if, subject’s birth was registered at the U.S. Embassy in the country where

- he/she was born. Verification of this registration is verification of citizenship.

d. Military Personnel Record Center: Files are maintained by separate departments of
the Armed Forces. General Services A aministration, and the Reserve Records Centers. They
consist of the master personnel records of retired, separated, reserve, and active duty members
of the Armed Forces.

Comment: Military requesters musy review service records of any active duty member at the
time the investigation is r equiested. Unfavorable informarion must be recorded on the investiga-

ing agency through the Defense Manpower Data Center databases or the Military Personnel Re-

cord Center files, as appropriate.
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L
S The files of other agencies such as the National Guard Bureau, etc. shall be checked
WAen pertinent to the purpose for which the investigation is being conducted.

H. NATIONAL AGENCY CHECK WITH LOCAL AGENCY CHECKS AND CREDIT
CHECK (NATL()

. Applicability: The NACLC applies to the investigations and reinvestigations conduited
(o determine L‘ilngliIl'y for access to CONFIDENTIAL and SECRET (including all SECRET-
level SAPs not specifically approved for enhanced investigative requirements by an official
authorized to establish Special Access Programs by section 4.4, E.O. 12958).

2. For Reinvestipations: When to Reinvestigate. The reinvestigation may be initiated at any
time foilowing completion of, bulnot Tater than ten years for SECRET (15 years for
CONFIDENTIAL) from the date of, the previous investigation or reinvestigation. (Table 2 re-
flects the specific requirements for when to request a reinvestigation including when there has
been a break in service,). .

3. Investipative Requirements-

a Co-mplction of Forms. Completion of SF 86 (or EPSQ) including applicable releases
and supporiing docurnentation; .-

b. National Apency Check. Completion of a NAC.

Comment: For Secret and Confidential periodic reinvestigations, fingerprint cards are not
required if there is a previous valid technical check of the FBI.

c. Financial Review: Verification of the subject's financial status, including credit bu-
reau checks covering all [ocations where the subject has resided, been employed, or attended
school for six months or more for the past seven years,

d. Date and Place of Birth: Corroboration of date and place of birth through a check of
appropriate documentation, if not comnpleted in any previous investigation, and a check of Bu-
reau of Vital Statistics records when any discrepancy is found to exist,

. Local Agency Checks: -As a2 minimum, all investigations will include checks of law
enforcement agencies having Jurisdiction where the subject has lived, worked, and/or attended
school within the last five years, and, if applicable, of (he appropriate agency for any identified
arrests. - .

f. Expanding the Investipation. The investipation may be expanded if necessary to de-
termine if access 15 clearly consistent with the national security.

4
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. SINGLE SCOPE BACKGROUND INVESTIGATION (SSBI)

. Applicability: The initial investigation for access to TOP SECRET (including TOP
SECRET SAFPs), Sél. and occupancy of a critical sensitive position.

2. Investigative Requirements-

2. Completion of Forms. Completion of SF 86 (or EP5Q), as appropriate, including ap-
plicable releases and Supporting documentation;

b. National Agency Check. Completion of a NAC.

c. National Agency Check for the Spouse or Cohabitant (if applicable). Completion of 2
NAC, without Tingerpnint cards, for the spouse or cohabitant,

d. Date and Place of Birth, Corroboration of date and place of birth through a check of
appropriate documentation. g check of Bureau of Vital Statistics records when any discrepancy
is found 1o exist,

Comment: Verification of date and place of birih by sighting an original or certified copy of a
birth certificate or other acceptabie documentation shonld normally be accomplished by the re-
quester prior to initiating the request for investigation. When such documema{mn is not reac_i’ziy
available, investigative aetion may be initiated with the understanding that said documentation
must be provided prior to the issuance of a clearance. If a variance or discrepancy in the doc-
umentation provided exists, the DD 1879 should be amnotated to this effect.

e. Citizenship. For individuals born outside the United States, verification of U.S. citi-
zenship directly from the appropriate registration authority; verification of U.S. citizenship or
legal status of foreign-bom tmmediate family members (spouse, cohabitant, father, mother, sons,
daughters, brothers, sisters).

(2) A delayed birth certificate is one ereated when a record was filed more than
one vear after the date of birth. Such q certificate is acceptable if it shows that the report of

5
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birth was supported by acceptable secondary evidence of birth, Secondary evidence may in-
clude: baptismal or circumcision ceriificares, hospital birth records. or affidavirs of persons
having personal knowledge about the Jacts of birth. Other documentary evidence can be earfy
census, schoel, or family bible records, newspaper files, or insurance papers.

(3) All documents submitted a5 evidence of birth in the United States shal be
original or certified documenys. Uncertified copies are not acceptable.

(4) If the individual claims citizenship by naturalizarion, a certificate of naturali-
zation shall be submitted.

- (3} If citizenship was acquired by birth abroad to a U.S. citizen parent or parents,
the following are acceptable evidence: ;

fa) AC érr:'ﬁcme of Citizenship issued by the Immigracion and Naturalization
Service (1&NS); or

(b) A Report of Birth Abroad of a Citizen of the United States of America
{(Form F5-240); or

(¢} A Certificare of Birth (Form F5-545 or DE8-1350).

(d) A passport or one in whic)) the individual was included will be accepled as
proof of citizenship.

f.  Education. Corroboration of most recent or most significant claimed attendance,
degree, or diploma. Interviews of appropriate educational sources if education Was a primary
activity of the subject during the most recent three years.

Comment: Corroboration of education within the scope of investigation shall normally be ac-
complished by the requester prior (o the initiation ;/’ the request for investigation. If all educa-
tion is outside of the tnvestigative scope, the last education above high school level will be veri-

Jied.

8. Employment. Verification of all employments for the past seven years; personal
interviews of sourcas (supervisors, coworkers, or both) for each employment of six months or
mmore; corroboration through records or sources of all periods of unemployment exceeding 60
days; verification of al| prior federal and military serviee, including type of discharge. For mili-
tary members, all service within one branch of the armed forces will be considered as one em-
ployment, regardless of assignments. However, each duty location must be individually listed.

Comment: For Federgl emplovees, all service within one agency of the Federal Go vernment
will be considered as gne employment, regardless of assignment. However, each duty location
must be individually listed.

h. References. Four references, of whom at least two are developed, to the extent prac-
ticable, all should have social knowledge ofthe subject and collectively span at least the Jast
Seven years. !

i. Former Spouse. An mterview of any former spouse divorced within the last ten

years.

J-  Neighborhoods. Confirmation of all residences for the last three years through
with .

appropriate Interviews neighbors and through records reviews.
]
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Comment: The SSBI standard for neighhorhoods allows an investigative entity sufficient Sexi-
hility to meer the standard, provided that a reasongple effort is made to obtain coverage within
the investigarive period and the luck of co verage in any investigative category should pe com-
gatlive means,

Pensated for thraugh other inves;
' L)

k. Financial Review. Verification of the subject's financial status, including credit by-
reau checks covering all locations where subject has resided, been employed, and/or attended
school for six months or more for the last saven years.

m. Public Records. Verificatjon of divorces, bankruptcies, and other court actions,
whether civil or criminal, Involving the subject.

n. Subject Interview. A subject interview, conducted by trained security, investigative,
or counterintelligence personnef. Duning the investigation, additjonal subject interviews may be
conducted to collect releyant information, to resolve significant inconsistencies, or both, Swarn
statements and unswomn declarations may be taken whenever appropriate.

"o Polygraph (only in agencies with approved personnel security polygraph programs).
In departments or agencies with policies sanctioning the use of the polygraph for personnel secu-
rity purposes, the Investigation may include a polygraph examination, conducted by a qualified - -
polygraph examiner.

3. Expanding the Investigation. The investigation may be expanded as necessary. As ap-
propriate, interviews with anyone able to provide information or to resolve issues, including but
not Iimited to cohabitants, relatives, psychiatrists, psychologists, other medical professionals,
and law enforcernent professionals may be conducted,

J. SINGLE SCOPE BACKGROUND INVESTIGATION — PERIODIC REINVES-
TIGATION (3SBI-FR)

l. Applicability. Applies to reinvestigations for access to TOP SECRET (including TOP
SECRET 5AFPs), SCL

Comment: Also, applies to eligibility for occupancy of a eritical sensitive position.

2. When to Reinvestigate. The reinvestigation may be initiated at any time following com-
pletion of, But not Tater than five years from the date of the previous investigation (see Table 2).

Comment: The investigation will cover the most recent Jive year period or the period since the
- last investigation, whichever is shorter,

3. Reinvestigative Requirernents. Reinvestigative requirements are as follows:

a. Cotnpletion of Forms. Completion of SF 86 (or EPSQ), as appropriate, including ap-
plicable releases and supporting docurnentation.

7
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‘ b. National Agency Check. Completion of a NAC (fingerprint cards are required only
tf there has not been a previous valid technical check of the FBI).

c. National Ageney Check for the Spouse or Cohabitant (if applicable). Completion of a
NAC, without fingerprint cards, for the Spouse or cohabitant. The NAC for the spouse or co-
habitant is"not required if already completed in conjunction with a previous investigation or re-
Investigation,

d. Employment. Verification of all employments since the [ast investigation. Attempts
lo interview asufficient number of sourees (supervisors, coworkers, or both) at all employment
of six months or mare. For military members, all service within one branch of the armed forces

- will be considered as one employment, regardless of assignments. :

Comment: For Federal employees, all service within one agency of the Federal Government
will be considered as one emplovment, regardless of assignnent. :

e. References Interviews with two character references who are knowledgeable of the
subject; at {east one will be o developed reference. To the extent practicable, both should have
social knowledge of the subject and collectively span the entire period of the reinvestigation. As
appropriate, additional interviews may be conducted, including with cohabitants and relatives.

f. Neighborhoods. Interviews of two neighbors in the vicinity of the subject's most re-

cent residence of six months or more. Confirmation of current residence regardiess of length.

Comment: The SSBI-PR standard for neighborhoods allows any investigative entity sufficient
Slexibility to meet the standard, providing that a reasonable effort is made to obrain coverage

within the investigarive period and that lack of coverage in any investigative category should be - -
compensated for through other investigative means.

g- Financial Review.

(1) Financial Status. Verification of the subject's financial status, including credit
bureau checks covering all locations where subject has resided. been employed, and/or attended
school for six months or more for the period covered by the reinvestigation;

(2) Check of Treasury's Financial Database. Agencies may request the Department of
the Treasury, under terms and conditions prescibed by the Secretary of the Treasury, to search
aulomated data bases consisting of reports of currency transactions by financial institutions, in-
ternational transportation of currency or monetary instruments, foreign banks and financial ac-
counts, and transactions under $10,000 that are reported as possible money laundering viola-

- lions.

h. Local Agency Checks. A check of appropriate criminal hislorj: records cgvcring all
locations where, during the period covered by the reinvestigation, the subject has resided, been

i. Former Spouse. An interview with any former spouse unless the divorce took place
before the date of the last investigation or reinvestigation.

Commient: An interview \wijl be conducted with any former spouse whose divorce from Subject
took place after the date of the last investigation or remvestigation (regardiess of how long the
interval).

g
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J- Public Records. Verification of divorces, bankrupteies. and other court actions,
whether ¢ivil or cnimin » Involving the subject since the date of the {ast investigation,

k. Subject Interview. A subject interview, conducted by trained security, investigative,
or countenntelligence personne|. During the reinvestigation, additional subject interviews may
be conducted to collect relevant information, to resolve significant inconsistencies, or both.

SWOrT statements and unsworn declarations may be taken whenever appropriate,

4. Expanding the Reinvestigation. The reinvestigation may be expanded as necessary. As
appropnate, Interviews wit anyane able to provide information or to resolve issues, including
'but not limited to cohabitan Is. relatives, psychiatrists, psychologists, other medical profession-
als, and law enforcement professionals may be conducted. ]

K. INVESTIGATIVE STANDARDS FOR TEMPORARY ELIGIBILITY FOR ACCESS

I. Introduction. Minimum investigative standards, implementing Section 3.3 of Executive
Order 12968, are established for all DD military personnel, civilian employees, consultants,
contractors, subcontraciors, employees of contractors, licensees, certificate holders or grantees
and their employees and other personne] who require access to classified information before the
dppropriate investigation can be completed and a final determination made,

2. Temporary Eligibility for Access. In exceplional eircumstances whera official fune-
tions must be performed prior 1o completion of the investigation and adjudication process, temn-
porary eligibility for access may be granted before investigations are comnplete and favorably
adjudicated. The temporary eligibility will be valid until completion of the investigation and

a CONFIDENTIAL and SECRET Levels. Asa minimum, such temporary eligibility
requires completion of the SF 86 (or EPSQ, tncluding any applicable supporting documenta-
tion, favorable review of the form by the appropriate adjudicating authority, a DCII check, and
submission of an expedited request for an NACLC.

b. TOP SECRET and 5C] Levels For someone who js the Subject of a Favorable [n-
vestigation Not Meeting the Investipative Standards for Access at Those Levels, Asa minimurm,
such temporary eligrbility Tequires complelion of the SF 86 (or £P5Q), including any applicable

supporting documentation, favorable review of the form by the appropriate adjudicating author-
ity, and expedited submiss;on of a request for an SSBI.

¢. TOP SECRET and SCI Levels For Someone ﬁho is Not the Subject of a Curent,

Favorable Personnel or Pemsonnel-Security Tnvestigation of Any Kind As a minimum, such
temporary eligibility requires completion of the SF 86 (or ZP3()), Inc uding any applicable sup-
porting docmnen.tat.ion, favorable review of the form by the'a‘ppropﬁatq adjudicating authority,

by the appropriate adjudicating authotity.of relevant criminal history and investigative records of
the FBI and of information in the Secuﬁtnyuitability Investigations [ndex (SI) and the DCII.

d. Additional Requirements by A encies. Temporary eligibility for access must
satisfy these minimum Investigative stan » DUt agency heads may establish additional re-
quirements based on the Sensitivity of the particular, identified categories of classified in-
formation necessary to perform the lawful and authorized functions that are the basis for grant-
ing temporary eligibility for access. However, no additional requirements shall exceed the

9
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TABLE 1: WHICH INVESTIGATION TO REQUEST
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TABLE 2: REINVESTIGATION REQUIREMENTS
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quired unless the review indicates the person may no longer sauisfy the standards of Executive Order ] 2968,
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Implementation of the NACLC

* Any Natiqnal Agency Check (NAC) or Entrance NAC (ENTNAC) submitted for a Secret or
fionﬁddnnal clearance and opened by DSS prior to January 1, 1999, wil] be eitgible for
Issuance of a security clearance.

* Any SccreUConf'idemial clearance request opened by DSS after January 1, 1999 will be run
as a N_AC!,C, this includes enlisted and officer accessions. Requests not indicating the
investigation is for a clearance will continue to be run as a NAC or ENTNAC.

* Personnel with an existing NAC/ENTNAC completed prior to January 1, 1999 and who have
a pnior security clearance eligibility, will not require a NACLC to maintain their Secret or
Confidential clearance. However, personnel with an existing NAC/ENTNAC completed
prior to January 1, 1999 and no prior security clearance eligibility, will require a NACLC for
1ssuance of a Secret or Confidentjal clearance, regardless of the age of the investigation.

* AnNACIC and ANAC!] will 5erve as the basis for issuance of Secret or Confidential
clearances for civilian employees. .

Attachment 3
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